MMAMSITKA 1JI51 OBYYAIOIIUXCSH
OB HTH®OPMAIIMOHHOM BE30OITACHOCTH JETEN

C KaXIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTCS OOJIbILE, a MIKOJHHUKH OJHU M3 CaMbIX
aKTHBHBIX TIojb30Barened Pynera. Mexay TeMmM, IIOMUMO OIPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT U MpoOJieMbl. JTa MaMATKa J0JDKHA IMOMOYb Tebe 0e30macHo
HaxOJIUTHCS B CETH.

KOMHI)IOTepHI)IC BUPYChI

KoMmnproTepHeIil BUpPYC - 3TO Pa3sHOBHUIHOCTh KOMIIBIOTEPHBIX MPOrpPaMM, OTIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SABJISIETCS CIOCOOHOCTH K pa3MHOXKEHUI0. B ononHeHue K 3ToMy, BUPYCHI
MOTYT TOBPEIUTh WM TMOJHOCTbIO YHUYTOXUTh Bce (Qaillibl U JaHHbIE, IOJKOHTPOJIbHbIE
10JIb30BATENI0, OT UMEHH KOTOPOro ObLIA 3allyllleHa 3apakKeHHas IPOrpamMMa, a TakkKe IMOBPEIUTh
WIM Jla)Ke YHUYTOXHUTh ONEPALMOHHYI0 CUCTEMY cO BceMH (Qailamu B 1esioM. B OonblinHCTBE
CJIy4aeB pacHpOCTPAHAIOTCS BUPYCHI Y€PE3 UHTEPHET.

MeTOIIbI 3aIlIMTHI OT BPEAOHOCHBIX IIpOrpaMm:

1. Ucnonp3yii COBpEMEHHBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOLIIUE CEPHE3HBIM YPOBEHB 3aIUTHI
OT BPEJOHOCHBIX ITPOTPaMM;

2. TloctosiHHO ycTaHaBiMBail mauTu (UUGpPOBBIE 3aIUIaTKH, KOTOpPbIE aBTOMAaTHYECKH
YCTaHaBIIMBAIOTCA C LIEIbI0 JOPAOOTKU MPOTpaMMbl) U JIpYrue OOHOBIIEHUSI CBOEH ONepanMoHHON
cucteMbl. CkaunBail X TOJIbKO ¢ odunmanbHOTO caita paspadorumka OC. Ecmu cymectByer
PEXHUM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKIIIOUH €T0;

3. Paboraif Ha cBOEM KOMIBIOTEpE IO/ ITpaBaMU IMOJIL30BaTENs, a HE aJMUHUCTpAaTOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTATTUPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonw3yili aHTUBHUPYCHBIE NPOrPAMMHBIE NPOAYKTHI HM3BECTHBIX IPOU3BOAUTENICH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyub GpU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Hcnonp3yil BHelIHHE HOCUTENNM WHGOpMalUM, Takue Kak (iemika, JUCK wiu (aiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBali KOMIBIOTEpHBIE (ailyibl, TOJy4YEHHBIC U3 HEHAJICKHBIX UCTOYHUKOB. J[axe Te
(aiinbl, KOTOpbIE MpUcIal TBOM 3HAKOMBI. Jlydilie yTouHH y Hero, OTIpaBisil U OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BHI mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeHa, mapka. Emie B
1991 romy Hunepnanackas kommnaHusi 3aperucrpupoBaia Openn "WECA", uro o6o3nauano
cioBocouetanue "Wireless Fidelity", koTopslif nepeBoauTcs kak "06ecrpoBoiHast TOUHOCTB'.

Jlo Hailero BpeMeHu Jouuia Apyras ab0peBuarypa, KoTopas sIBJISI€TCS TaKOH e TeXHOJIOTHEH.
Orto abb6peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHIApT BhICIIEH
3BykoBo# TexHukH Hi-Fi, yTo B nmepeBosie 03Ha4yaeT "BbICOKAs TOUHOCTD'.

Ja, OecrulaTHBIH MHTEPHET-IOCTYH B Kade, OTeNnsX M a’pomloprax SBISETCSd OTIMYHON
BO3MOJKHOCTBIO BbIXO/Ia B MHTepHET. HO MHOTHE KCIepThl CYUTAIOT, YTO 00menoctymnubsie Wi-Fi
CeTH He SBISIOTCS 0€30MacHBIMU.



CoBeTbI 10 6€30MaCHOCTH PadoOTHI B 001IeT0CTYNHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro nuuHyro wHGOpMaImio yepe3 obmenoctynasie Wi-Fi cetu. Paboras B
HUX, J)KEJIaTeIbHO HEe BBOJUTH MAPOJIH JOCTYIIA, JIOTUHBI U KaKUe-TO HOMEpA,;

2. Hcnonp3yii M OOHOBIANM aHTHBUPYCHBIE NpOTpaMMbl M Opanamayep. Tem cambIM TbI
o0e3omacumib cedst OT 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonszoBannu Wi-Fi otkimoun ¢pynknuro "OO0mui gocTyn K ¢aitiaM u npuHTepam'.
JlanHasi pyHKIHS 3aKphITa 110 YMOJIYAHUIO, OJJHAKO HEKOTOPBIE MOJIb30BATENIN aKTUBUPYIOT €€ IS
yI00CTBa HCIIOB30BaHMS B paboTe win ydeoe;

4. He ucnone3yit nyonuunsiii WI-FI 11 nepeaaun Tu4HbBIX JaHHBIX, HAIPUMEp JUIsSL BBIXO/A B
COLIMAIBHBIC CETH WM B 3JICKTPOHHYIO MOUTY;

5. Ucnone3yit Topko 3amuiieHHoe coenuuenue yepes HTTPS, a we HTTP, T.e. nmpu HaGope
BeO-aapeca BBOAM uMeHHO "https://";

6. B Mmo6mipHOM Tenedone otkimoun pynkuuio "[logkmouenue k Wi-Fi aBromatnuecku". He
JIOTIyCKall aBTOMAaTUYECKOTro MOJKII0UeHUs ycTpoiicTBa Kk cetsiM Wi-Fi 6e3 TBoero cornacusi.

ConuaiabHbIE CETH

COI_[I/IaJ'II)HI)Ie CCTHU AaKTUBHO BXOJAT B HAIly XW3Hb, MHOT'HMC JIIOOU pa60Ta}0T N JXUBYT TaM
MOCTOSIHHO, a B Facebook yke 3aperncTpupoBaH MIJLTHAP.T YEIOBEK, YTO SIBISETCS OJJHOM ceapMOn
BCeX JKMTeNeH IuiaHeThl. MHOTHE TOJIb30BaTelIN HE IIOHUMArKT, 4YTO I/IH(l)OpMaHI/ISI, pasMCEIICHHasA
MU B COIIMAJIBHBIX CETAX, MOXKET OBITh HaﬁneHa " HUCII0JIb30BaHa KEM YroJHO, B TOM YHUCJIE HE
00s3aTeNnbHO ¢ OJIaruMU HAMEPEHUSIMHU.

OcHoBHbIE COBETHI 10 0€30IIACHOCTH B COIUAJIbLHBIX CETSX:

1. Orpannub cnucok apy3eid. Y TeOs B IpYy3bsAX HE JOJHKHO OBITh CIYYalHBIX U HE3HAKOMBIX
IO,

2. 3ammimaii CBOK 4YacTHYIO Xu3Hb. He yka3wiBail maposu, tenedoHbl, aapeca, JaTy TBOETO
POXIIEHUS W JPYryl JUYHYI0 HHPOpMAIUIO. 3IOYMBINIJICHHUKA MOTYT HCIOJB30BaTh Jaxe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN IUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3amumiail cBOIO permyTanuio - JepKu €€ B YHCTOTE M 3aaBail ce0e BOMPOC: XOTeN Obl ThI,
9yTOOBl Jpyrue IOJIb30BAaTEIN BHJEIH, YTO Thl 3arpyxaems? Ilomymaii, mpexne dem 4YTO-TO
OMyOJIMKOBATh, HAMKICATD U 3arPY3UTh;

4. Ecnu Tl TOBOPHILB C JIIOJbMHU, KOTOPBIX HE 3HACIllb, HE UCIOJIb3Yil CBOE peajlbHOE UMS U
JPYTyI0 JTUYHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U Mpouee;

5. U3beraii pasmemenus ¢ororpaduii B MHTEepHETE, T/ie ThI M300pa)K€H HAa MECTHOCTH, IO
KOTOPOIl MOXHO OTPEJEeTUTh TBOE MECTOTOI0KEHHUE;

6. Ilpu peructpanuu B COLUUATBHON CETH HEOOXOJAMMO HCHOJB30BaTh CIOXKHBIC MMapOIIH,
cocrosiue U3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Ang conanbHO# ceTH, IOYTHl U APYrUX CAHTOB HEOOXOAMMO MCIOIB30BATh Pa3HbIE MAPOJIH.
Torga ecnu Tebs B3MOMAOT, TO 370YMBIIIIEHHUKNA TIOTyYaT AOCTYI TOJBKO K OJHOMY MECTY, a He
BO BCE cpa3y.

DJIEKTPOHHBIE ICHBI

9J'IeKTpOHHLIC JCHBI' - 3TO OYCHb y,[[O6HLII>i croco0 HHaTe)Keﬁ, OJJHAKO CYHICCTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT HNOJYYHUTDb 3TU ACHBI'U.

3J'ICKTpOHHLIC JCHBI'M IMOABUIINCH COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOIO BO MHOI'HX
rocyaapCrBax A0 CHUX MOpP HC NPOIHNCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU (I)YHKLII/IOHI/IPYIOT U 0 HUX YK€ IPOIMUCAHO B 3aKOHC, I'IC UX pa3JACIIA0OT Ha
HECKOJIbKO BHIOB - aHOHHMMHBLIC M HE aHOHHMMHEIE. Pa3Huiia B TOM, 4YTO aHOHHMMHBIC - 3TO TC, B



KOTOPBIX pa3pelraercss MPOBOAMUTH OMNepauud 0e3 WACHTH(PHUKAIMKA TMOJb30BaTeNs, a B
HEAHOHUMHBIX UICHTH(PUKALINS OJIB30BATENS ABISIETCS 0053aTEIIbHOM.

Taxke crnemyer pa3nmuyarh 3JIEKTPOHHBIE (UAaTHBIE JEHBIU (paBHBI TOCYAAPCTBEHHBIM
BaJIOTaM) M JIEKTPOHHBIC He(praTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETHI 10 0e30nacHOi padoTe € 3JIeKTPOHHBIMH ICHbIAMMU::

1. IpuBsoku K cueTry MOOWIBHBIA TenedoH. DTO camMblii yHOOHBIH M OBICTPBHIN CIIOCOO
BOCCTaHOBHTH JIOCTYII K cueTy. [IpuBsi3aHHbIi Tene(oH MOMOXKET, €CJI 320y eIl CBON TUTATEKHBIN
MapOoJIb WM 3aiJ€IIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit oHOpa3oBeie maposim. [locne nmepexoia Ha YCHIICHHYIO aBTOPU3AIUIO TeOE yiKe
He Oy/IeT yrpoaTh OMAaCHOCTh KpaXkH UJIU MepexBaTa IIaTeXHOTOo MapoJis;

3. Bribepu cnoxHblii naposs. [IpecTynHukam OyneT He HMPOCTO yrajaTh CIIOKHBINA HapoJib.
Hanexxnble maposiv - 3TO maposiv, KOTOpbIE COAEpKaT HE MEHee 8 3HaKOB M BKJIIOYAIOT B celd
CTPOYHbIE U IPONUCHBIE OYKBBI, HU(PBI M HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JoJuiapa, QpyHTa,
BOCKITUIIATENIbHBIH 3HaK u T.1. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JaHHbBIE Ha CaliTaX, KOTOPHIM HE JI0BEPSIEILb.

DJIEKTPOHHAs TTOYTa

DNeKTpOHHAas MOYTa - 3TO TEXHOJOTHS W NPENOCTABIIEMbIE €10 YCIYTH IO NEPEChUIKE U
MIOJIYYEHUIO JIEKTPOHHBIX COOOIIEHH, KOTOPbIE paclpeeNnsaoTcsa B KOMIbIOTEpHOH ceTu. OObIYHO
ANEKTPOHHBIN MTOYTOBBIN SITIAK BBITJISLAUT CJIETYIOIUM obpazom:
UMs_TIONIB30BaTeNsI(@uUMs_JloMeHa. Taike KpoMe Tepefadyd MpOCTOT0 TEKCTa, HMEeTcs
BO3MOXHOCTH TiepeiaBaTh (ailsibl.

OcHoBHBIE COBETHI 10 0e30NMacHOi padoTe ¢ IJIEKTPOHHOI MOYTOIi:

1. Hamo BBIOpaTh MpaBWIBHBIA TIOYTOBBINM cepBHUC. B WHTEpHETE €CTh OTPOMHBIM BBHIOOP
OecIJIaTHBIX MMOYTOBBIX CEPBHMCOB, OJIHAKO Jydlle JOBEpSATh TeM, KOrO 3Haellb U KTO MEPBbIA B
peUTHHTE;

2. He yka3piBali B JM4yHOW TmodTe JM4HYK wuHGopmarmioo. Hampumep, nydme BbIOpaTh
"My3bIKasIbHBIN (haHaT@" uam "pok2013" BmecTo "Temal3";

3. Wcnonp3yil IBYX3TalHYIO aBTOPHU3ALMI0. JTO KOrJa MOMUMO MapoJjsi Hy’KHO BBOJUTH KOJ,
MpUChIIaeMbli 10 SMS;

4. BoiOepu CI0KHBIN Mapotib. J{J1s Kaa0ro TOYTOBOTO SIIIUKA JOJKEH ObITh CBOW HAJICXKHBIH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecaum ecTh BO3MOYXKHOCTh HamucaTh CaMOMY CBOM JIMYHBIA BOIPOC, HUCIOJB3YH 3Ty
BO3MOKHOCTb;

6. Mcrnonb3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBblil 17151 YaCTHOM MEPENUCKH C aapecaTamH,
KOTOPBIM Thl JIOBEpsiellb. DTO AJIEKTPOHHBIN aipeCc HE HAJI0 HCIOJIb30BATH MPU PErUCTPALMH HA
dbopymax u caiitax;

7. He oTkpbIiBail (aiinbl M Apyrue BIOKEHUS B MUChMax, Ja)Xe €CIM OHU MPUIIA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISIIN JIU OHU TeOe AT (aiiisl;

8. Ilocne oxoHuaHusi pabOTHl Ha TIOYTOBOM CEpPBHCE MEpe]l 3aKPHITHEM BKJIAJKH C CAiTOM HE
3a0ynp Haxath Ha "Beiiitu".

KubepOymuHr unu BUPTyaIbHOE U3/1€BATEIBLCTBO

KI/I6ep6yJ'IJ'II/IHF - HOpCeCICAOBAHUC COO6H_ICHI/I${MI/I, COZACpIKaAIIUMU OCKOp6J’ICHI/I}I, arpeccuro,
3allyIrUBaHUEC; XYJIIMTAHCTBO, COLHUAJIBHOC 60ﬁKOTHpOBaHHC C TIOMOIIBIO PA3JIUYHBIX HUHTCPHCT-
CCPBUCOB.



OcHoBHBIE cOBETHI 10 00pBL0e ¢ KNOEPOYIVIMHIOM:

1. He Gpocaiicst B 6oif. JIydmuii crioco0: mOCOBETOBAThCS Kak ceOs BECTH M, €CIIM HET TOTo, K
KOMY MOXHO OOpaTUTbhCS, TO BHAYale YCIOKOUTHCS. ECIU Thl HauHEIIb OTBEYATh OCKOPOICHUSIMU
Ha OCKOPOJICHUS, TO TOJBKO elie OO0JIbIIEe Pa30AIKEIIb KOH(IHKT;

2. Ypasisiii cBoell kKubeppenyrauuei;

3. AHOHUMHOCTb B ceTd MHUMas1. CyIlleCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 32 aHOHUMHbBIM
aKKayHTOM;

4. He crout BecTH XyJIUraHCKUN 00pa3 BUPTyaJbHOM XKHU3HU. VIHTEpHET (pUKCHUpYET BCE TBOU
NEUCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTENIbHO;

5. Coluro1aii CBOIO BUPTYATBHYIO YECTh CMOJIOJY;

6. Urnopupyil eauHuuHbIii HeraTuB. OJHOpa30Bble€ OCKOPOUTENbHBIE COOOIIEHMS JIydllle
urHopupoBaTh. OOBIUHO arpeccusi MPEeKpalaeTcsl Ha Ha4aJIbHOUM CTaaNu;

7. ban arpeccopa. B mporpaMmmax oOMeHa MIHOBEHHBIMHU COOOIIEHUSIMHU, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHMPOBKH OTIPABKU COOOIIEHHH C OMPE/IEIEHHBIX a/IpeCOB;

8. Eciu TbI cBUzeTeNnb KMOEpOyuHra. TBOM JEHCTBUS: BBICTYIIUTh IPOTUB IpECeI0BaTeNs,
MI0Ka3aTh €My, YTO €ro JAEWCTBUS OIIEHUBAIOTCS HEraTHBHO, MOJAEPKaTh KEPTBY, KOTOPOH HyXKHa
MICUXOJIOTHYECKast MOMOIIb, COOOUTUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoOunbHBIN TeneoH

CoBpemeHHble cMapT(OHBI U IMJIAHIIETHI COAEPKAT B ceOe BIOJIHE B3POCIHBIM (PYyHKIHOHAN, U
Tenepb OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMHU KOMITbIOTepaMu. OJJHAKO, CPECTB 3aIIUTHI
U1l MOJOOHBIX YCTPOMCTB IOKa OYEeHb Majo. TecTupoBaHME M MOUCK YSI3BUMOCTEH B HHUX
IIPOUCXOJUT HE TaK MHTEHCUBHO, Kak [uis 1K, To ke camoe kacaeTcs 1 MOOMIIbHBIX ITPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl YK€ INPaKTHUUECKH JOTHAIM HACTOJbHBIE aHAJIOIH,
OJIHAKO pacmupeHue (yHKIMOHAIA BIEYET 3a CO00H OOJIBIIYIO CIIOKHOCTh W MEHBIIYIO
3aLIUIEHHOCTb.

Jlaneko He BC€ NPOU3BOAUTENN BBINYCKAOT OOHOBIJIEHUS, 3aKpBIBAIOLIME KPUTUYECKUE
YSI3BUMOCTH /1715l CBOMX YCTPOMCTB.

OcHoOBHBIE COBETHI 1JI51 0€30MACHOCTH MOOMJIBHOTO TeJie()OHa:

Huuero He sBisercs no-HacrosimeMmy OecruiaTHeIM. byne ocTtopokeH, Benp korjga Ttebe
IIpeUIaratoT OeCIUIaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IIATHBIE YCIYTH;

Hymaii, npexnae yeMm otnpaButh SMS, ¢oto nim Buaeo. Thl TOUHO 3Haellb, 1€ OHU OyIyT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO cMapThOHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI JJ11 MOOMJIbHBIX TeNE€(OHOB;

He 3arpyxail NpuioXeHUs OT HEU3BECTHOTO MCTOYHMKA, BEAb OHU MOTYT COJEP)KaTb
BPEIOHOCHOE MPOrpaMMHOE 00ecTIeYeHuE;

ITocne Toro kKak Thl BBIHJENIB C caiiTa, I/ie BBOAWI JIMYHYIO HH(POPMAIINIO, 3aliI1 B HACTPOHKHU
Opaysepa u ynanu cookies;

IIepunoanuecku poBeps, KaKue IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOl HOMep MOOWJIBHOTO Tejae(oHa TOJILKO JIIOJAM, KOTOPBIX Thl 3HAellb U KOMY
JOBEpsiELIb;

Bluetooth nmomkeHn ObITh BBIKIIOYEH, KOTJa Thl MM HE MOJb3yelibes. He 3a0biBail MHOTIA
MIPOBEPSTH ITO.



Online urpst

CoBpeMeHHbIE OHJIAaH-UIPBI - 3TO KPACOUHBIE, 3aXBATHIBAIOLINE PA3BICUCHUSI, 0OBEIUHSIIONINE
COTHHU ThICAY YEJIOBEK MO BceMy MHpy. Mrpoku ucciaenyroT NaHHBIM UM MUp, OOIIAIOTCS APYT C
JPYroM, BBIIOJIHSAIOT 33JaHUs, CPAXKAKOTCS ¢ MOHCTPAaMHU U HOJY4aroT OIBIT. 32 YI0BOJIbCTBUE OHU
TUTATAT: TIOKYIAOT AUCK, OTJIAYMBAIOT a00OHEMEHT WIIM IPUOOPETAIOT KAKHE-TO OTIIHH.

Bcee 31u cpenctBa uayT Ha MOANEP:KAHUE M Pa3BUTHE UIPBI, a TAKXKE HA caMy 0€3011aCHOCTS:
COBEPUICHCTBYIOTCSI CUCTEMBl aBTOPU3ALIUH, BBITYCKAIOTCS HOBbIE MaTYM (LU(PPOBBIE 3AIUIATKU JIJIs
IIPOrpaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B mo1o0HBIX Hrpax CTOWUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KPa)XH TBOETO
1apoJisg, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3ALMK OOJBIINHCTBA UTP.

OcHOBHBIE COBETHI 0 0€30MaACHOCTH TBOEIo HUI'POBOT0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedsi MI0X0 WM CO3JaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ero B
CIIMCKE UTPOKOB;

2. Tloxamyiics aIMHUHHCTpAaTOpaM UIphl Ha IJIOXO€ MOBEIEHHE ITOTO0 UIPOKa, *KEJaTeNIbHO
MIPUJIOKUTH KaKHe-TO J0Ka3aTeIbCTBa B BUI€ CKPUHOB;

3. He yka3sbiBaii muuHyto uHGopMaluio B mpodaiine urpsl;

4. YBaxal Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouIinaabHbIE TATYA U MOJIBI;

6. Mcnonb3y# CIOKHBIE U pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMsI UTPbI HE CTOUT OTKJIKOYAaTh aHTUBHpPYC. [I0Ka ThI Hrpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

DumuHr NN KpaXa JIMYHbIX JaHHBIX

OOBIUHOM Kpa)Kel JeHer W ITOKYMEHTOB CEroJHs Y)K€ HUKOTO HE YJHMBHIIb, HO C Pa3BUTHEM
WHTECPHET-TEXHOJIOTHH 3JI0YMBIIINICHHUKH TIEPEMECTHIINCh B MHTEPHET, M MPOJIOKAIOT 3aHUMAThCS
"IIr0OUMBIM" IETIOM.

Tak mosBMIIach HOBasi yrpos3a: HHTEPHET-MOIICHHHYECTBA WM (DUIIMHT, TIIaBHAs IEJb
KOTOPOTO COCTOWT B TIOJYYEHHH KOH(DHUICHIMAIBHBIX JaHHBIX TI0Jb30BATEICH - JIOTUHOB H
naposieir. Ha anrmmiickom s3eike phishing uurtaercs kak ¢umuar (ot fishing - peiOHas yoBys,
password - mapoJis).

OcHoBHbIE cOBeTHI 10 00pb0e ¢ GUIIMHTOM:

1. Cneau 3a cBoUM akkayHTOM. Eciu Tl mojo3peBaeliib, 4TO TBOS aHKeTa Oblia B3JIOMaHa, TO
HE00X0MMO 3a0JIOKUpOBaTh €€ M COOOIIMTh aJMUHHCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEE;

2. Hcnonp3yil OezonacHble BeO-CaiiTbl, B TOM 4YHCIE, MHTEPHET-MAara3uHOB M ITOMCKOBBIX
CUCTEM;

3. Hcnonp3yil crnokHble W pas3Hble maponu. Takum oOpa3oM, ecium TeOs B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH MOJTy4aT JAOCTYH TOJBKO K OTHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0st B3IOMaiM, TO HEOOXOIMMO HPEIyNpeauTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
no0aBiieHbl y T€0sl B APY3bsIX, O TOM, YTO TeOs B3JIOMaJHM U, BO3MOXHO, OT TBOETO MUMEHH OyJeT
pacchlIaThCs ClIaM M CChUIKHM Ha (PMILIMHTOBBIE CANUTHI;

5. YcranoBu HasexHbIH mapoib (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIIIOYM cOXpaHeHHe MapoJis B Opaysepe;

7. He oTkpbiBail ¢ailnsl U Ipyrue BIOKEHHUS B MUCbMax, JAXKE€ €CIM OHU IMPUILUIA OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (aiiibl.



[Hudposas penyrarus

[udposas pemyranusi - 5TO HEraTHBHAs WJIM IMO3UTHBHAas HMHQpOpManus B ceTH O Tebe.
Komnpomerupyromass uHpOpManus, pa3MelleHHass B HHTEPHETE, MOXXET CEephe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU km3HH. "LludpoBas pemyramus" - 3TO TBOW HMHDK, KOTOPBIN
dbopmupyercs u3 uapopmMaum o Tede B UHTEPHETE.

TBoe MecTo XHTENbCTBa, y4eObl, TBOE€ (PMHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH XapakTepa U
paccka3sbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue mnoApoCTKH JIETKOMBICIEHHO OTHOCATCA K IyONIMKaluu JIUYHOM uH(popMauuu B
WHuTepHere, He MOHMMAs BO3MOXHBIX MMOCIEACTBUM. Thl 1axke HE CMOKENIb JOraAaTbCs O TOM, YTO
¢doTorpadusi, pasmelieHHas 5 JeT Ha3al, cTajla IPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KomMmeHnTapuu, pasmenienue TBoux (otorpaduili m npyrue OeHCTBUS MOTYT HE HCYE3HYTh
Jla’ke MOCJIe TOTO, KaK Thl UX yIaIHIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY MHPOpMAIUIO, Tonaia Ju
OHA B [IOUCKOBBIE CICTEMBI U COXPAHUJIACh JIX OHA, a [NIABHOE: 4YTO MOAYMAIOT O TeOEe OKPYKaIOLIUe
JIIOJIM, KOTOpble HAWAYT M yBUIAT 3T0. HaliTu MHpOpMaInio MHOTO JIET CITyCTS CMOXET Jito0oi -
KaK U3 J0OpbIX NOOYXACHUM, TaK U C HAMEPEHUEM MPUYUHUTD Bpe. DTO MOXKET ObITh KTO YI'OJIHO.

OcHoBHBIE COBETHI N0 321K TEe HM(PPOBOI penyTanuun:

1. Tlomymaili, mpexxae ueM 4YTO-TO NyOJMKOBaTh M IepeiaBaTh y cebsa B Oiore uiu B
COILIMAJILHOM CEeTH;

2. B mnacrpoiikax mpoduias ycTaHOBH OTpaHUYEHHsS] Ha MPOCMOTP TBOETO MPOQHIIS U €ro
COIEP)KMUMOTO, CIIeTal €ro TOJbKO "Iyst apy3en';

3. He pa3memiaii u He yka3piBail WH(POpMAIHIO, KOTOPass MOXKET KOTo-JHO0 OCKOPOJSATH WU
00MXKaTh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE HIKOJBHUKH - aKTUBHBIE TOJb30BaTENd LHUQPPOBOro mpocTpaHcTBa. OgHAKO
Jlalieko He BCE 3HAIOT, YTO I0JIb30BAaHHME MHOTMMH BO3MOXKHOCTSIMH LU(POBOro Mupa TpedyeT
coOr0IeHU MTPaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEUIEKTyalbHast COOCTBEHHOCTh' OTHOCHTCS K Pa3IMYHBIM  TBOPEHHUSIM
YeJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pETEHHI 1 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh Ha
MPOJYKTHI U YCIYTH, U 3aKaH4YMBasi KHUTaMH, GoTorpapusimMu, KWHOPHIbBMaMU U MY3bIKAJIIbHBIMU
MIPOU3BEACHUSMU.

ABTOpCKHE MpaBa - 3TO IPaBa Ha UHTEJUIEKTyaIbHYI0 COOCTBEHHOCTh HA IIPOU3BEICHUS HAYKHU,
JTUTEpaTyppl M HCKycCTBa. ABTOPCKME IIpaBa BBICTYMAIOT B KadyeCTBE TapaHTUM TOTO, YTO
MHTEJUJIEKTYaIbHBIM/TBOPUECKUI TPyl aBTOpa He OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3y/lbTaTax CBOEro TPyZAa, MOJYYUTh M3BECTHOCTh M MpU3HAHHUE.
Hukro Ge3 pasperieHusi aBTopa He MOKET BOCIPOM3BOAUTH €r0 MPOU3BENICHUE, PACTIPOCTPAHSITH,
nyOIMYHO JIEMOHCTPUPOBATh, NPOAABaTh, HUMIIOPTHPOBATh, IyCKaTb B MPOKAT, MyOIMYHO
UCIOJIHATH, TIOKA3bIBATh/MCIIONHATH B 3(Upe Uil pa3MeniaTtsh B IHTepHETE.

Hcnonb3oBanue "mUpaTcKkoro" MpOrpaMMHOTO OOECTeueHUsT MOKET MPUBECTH K MHOTUM
pUCKaM: OT TMOTepH MaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKH TBOETO YCTPOWCTBA, TJIe
yCTaHOBJICHA HeNeranbHasi mporpaMMa. He cTOUT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE U
OecriaTHbIE IPOTPAMMBI, KOTOPHIE MOKHO HAWTH B CETH.



Mpaeuna 6e3aonacHocT B MHTepHeTe

Hukorga He pacckasbisai 0

cebe He3HAKOMbIM NOAAM B
NHTepHeTe: rae Tol XXuBewb v
yuMwbCa, He coobuail ceoi
HoMmep TenedoHa. He rosopm
HUKOMY, rae paGoTalor TBOM
poauTenu n Homepa ux
TenedoHOB.

Bcerpa cnpawwsai poaurenei o
HENOHATHLIX Beuax,
'KOTOpPbIe Thi BCTpeyaews B HTepHere.
Ouun pacckaxyr rebe,
4YTO MOXHO AeéNnartb, a YTO Her,

Hukoraa He oreevail Ha cooGueHnn
OT He3Hakomues B HTepHere u
HE OTNpasnaii UM cmc.

ECnv He3HakoOMbI Yenosek npeanaraer

BCTPETUTLCA UK nUwer Tebe
ockopbGuTenbHbie COoOBUeHns — cpasy
CKaxu 06 atom pogurensm!

ECnu Tbl perucTpupyewses
Ha caifte, B COUManbHON CeTn unm

B 3N1EKTPOHHOW noure,

npUAYMain CNOXHBLIA Napons,

COCTOAWMA 13 undp,
GONbWKUX U MANEeHbKUX GYKB U 3HAKOB.
MomHK, 4YTO TBOW Napons
MOXELlWb 3HATh TONbLKO Thi
¥ TBOW poauTenw.

Ecnu B UHTEpHeTe Thi pewunn
CKavaTb KapTUHKY, ¢
WUrpy Wnm menoguio, a Tedbs Npocar ,‘
OTNpaBuMTbL CMC — He aAenai aroro!
Thl MOXEWb NOTEPATH
AEHbIN, KOTOPbLIE MOT Bbl
NOTPaTUTh Ha 4TO-TO Apyroe.




